REF ID : A71739 



70- T'f 'J 



f 



M / 










r^c>' 

( <r Vw<5^| \ U? ^ \ 6 \^ 



^J2A>erQx-erv*- 




Iaj u=*-^-£_ 



Declassified and approved for release bvNSA on 12-08-2014 pursuant to E.Q. 13523 




REF ID : A71739 



f 



W~o \a U)PTT S 1^1 41 ; 

(CjU 1 l '■ ■* ■' £■ {J . ' 3 / 

^ **»--* * * * * 

'U f^P ^ __ 

eLa,^ !>C SC \p<JW 

i > \'4 ' jV5u|^(;425 0%^ Wv2^| i.** ^ P tAe=- Cq^**** C | 'jQ / ^ ! 

/W(^> 

set H -A'*** U U 



f'lT Jrt> $!V ibh I 

%v-JL C^t^xw Wo^k - $3; ^ ^ e f^ -jjv 

£&WCv>-Yi j^r-v ..C JLfLe^'^ w *^ k ^ ,<rv O 

S\S ThHt ^ .. a 

^ C*&uJj\.<& d* w^w 

'll *^*i 3 4 "f 

M.v„ i|^c>^vjr>*‘A ^• t - > '^' -^ > * fl 'l. 



<J* W^W ”« C V^W, 0 
-T" W"^ tp>i 

<xaq&±*M>* 

W^/fcv 1 



S \S 4 t> ij^l^i 



rgla-. ?o, i^+t - Ww ft, P-Q)/^ 

* hoJLcuA^ ck-^- W A ^ . 

| (M. 4 <-U> r * 

S^!/ vs ( 'f| 4 ' - ^ 3 ) /*f ■ ^ w ^ ^> c H 

V^rt^T-iWv- Pa-^fj iA*' 

4 Y^" *v, IU t ^ v v t '*W , 

r\)t- ^H- 44 ^ ivo 




' v t . it 0 ■ r • it 5 C '0 1 / . 

ft/S Q^o j, Jfi 

















COPT 



REF ID : A717-39 “ay 9, 1941. 




MILITARY CHARACTERISTICS OF CONVERTER 
FOR USE ON ELECTRICAL PRINTER CIRCUITS. 



1. The converter should be designed for the purpose of automatic 
encipherment and decipherment of messages transmitted by teletype or 
similar printing telegraph apparatus based upon a multiple-impulse-code 
such as the Baudot. 

2. It should be designed so as to encipher the signals established 
either by tape or keyboard operation, causing enciphered text to be 
transmitted instead of the plain text represented on the tape or set 

up on the keyboard. At the receiving end the apparatus should decipher 
the received cipher signals, converting the cipher text into plain text 
before the signals are fed into the printer, or into the perforator in 
the case of tape operation. In other words, encipherment, transmission, 
reception, and decipherment are to be accomplished in a single step 
rather 'than in two separate steps at each end. 

3. The converter should use as its cryptographic principle a 
non-repeating keying sequence of multiple-impulse characters, the 
latter to interact with the plain-text signals according to the rule 
that "like signs produce spacing current, unlike signs produce marking 
current." (The latter principle is well known in the art.) 

4. The keying sequence mentioned in Par. 3 should be produced by 
a plurality of electrical cryptographic rotors in cascade, through 
which impulses are sent and recombined in a manner so as to produce 
the equivalent of a random sequence of characters according to the 
multiple-impulse-code used by the transmitter. (If teletype, the 
characters mil be 32 in number and should be m random order.) The 
number of rotors in cascade should be at least three and preferably 
five. 



5. The rotors mentioned in Par. 4 may be identical with those 
now used m Converter M-134-C. Mechanism should be provided to cause 
meter-like stepping of these rotors, at least one being displaced 
angularly for each character to be enciphered and transmitted. The 
order of stepping of the entire 3et of rotors, however, should be capable 
of being varied so that the complete set of factorial n motions may 

be available for use, n being the number of rotors in Cascade. 

6. The converter should be motor-operated from the same power 
source as that employed for the telegraph printer. It should, however, 
be designed to function as a separate unit and not as an integral part 
of the printer itself, so that either normal plain-text operation or 
cryptographic operation of the printer circuit can be eft ec ted at will. 
The converter should be capable of being electrically connected or 
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associated with the tape Cor keyboard transmitter) and with the 
printer by means of a suitable plug and 3ack or multiple plug arrange- 
ment, so that it may be readily connected or disconnected from 
operation, 

7. The converter should be of approximately the following 
dimensions and its weight should not exceed 50 lbs. 
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Dr SHE UNITED STATES PATENT OFFICE 
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BE t Application for Patent of 

min* t s fmm s and 

noon s, mmM 

Serial HvmEber 
443,320 

f£W 

16 May 1942 

for 

- eSYPTOC&APHlS SYSTEM 



# 

* 

# 

* 

* 

* 



Division 






The Honorable Commissioner of Patents 
Washington 25, D, C. 



Sirs 



This is in response to Patent Office action of 21 July 1950 in the 
above-identified application for patent which is being prosecuted 
under the so-called three-year rule. Please amend the ease as 
follows* 

IH THE SPECIFICATION 



Page 4, following the amendment of 

24 October 1949 in line 19 * Insert the following - The 

\ 

^Stationary end plates 15 and 21, it should be understood, 
are analagous to the end plates 20 and 21 of Hqbern and 
the end * cylinders” 4 and 5 of fern . The actuators 22*26 
(of this application) are similarly analagous to the 
^fingers* 72a*72e of Bebern and the "pawls" 42 of jg jg. 
Actuators 22*26 ere, in fact, •lectromagnetically-ope rated 
p&wXa although functionally they nay be considered to be 
gears, cans, pistons, or any of various other devices, 
dbSgedted to 'their respective wheels by appropriate l inkage s 
(as indicated by the dotted lines in the drawings)*- t 



* 1 - 



1 



'1 






1 

1 







V 

1 

.1 



\ 




IN m CLAIMS 

Please cancel Claims 11 and 12. 

-REMARKS 

The specification has been amended to point out the manner in which 
the several parts of the Applicants 1 structure cooperate with each 
other* Since the parts of the present case are now related to specific 
elements shown and described in the patents to Heberp and Korn f it in 
believed that the structure and operation of the present case should be 
clearly understood* 

J- ^*- # t * 

Reconsideration is requested, in view of the present amendment, of the 
Requirement for additional illustration. Ho further illustration seems 
to be necessary | and, if the requirement is to be repeated. Applicants 
w6hld appreciate more specific directions 1 therefor. 

With the cancellation of Claims 11 and 12, the claims remaining in the 
case are 2, 3, 4* 5, 6, and 9, all of which have been rejected only cm 

-jar -.*** > — 

the grounds of insufficient disclosure. With the present amendment, the 
disclosure appears to be complete, and allowance of the claims is, 
therefore, requested. 





■** 
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m 
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Respectfully, 

WILLIAM F, FRIEDMAN and 
FRANK B. ROWHT¥ f Applicants 







IB THE UNITED STATES PATENT OFFICE 
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fffii Application fop Patent of 

wmiAB F* FRmma and * 

FRANK B. ROWIETT 

Serial Number 

443,330 * 

Filed * 

16 Kay 1942 

Fttp 

CRIPTOGRAPHIC SISTEMS * 

********** 



The Honorable Commissioner of Patents 
Washington 25, D. C. 



Sir* 



This is in response to Patent Office action of 24 October 1946 in 
the above -identified application for patent which is being 
prosecuted under the so-called three-year rule* Please amend 
the case as follows! 



IN THE SPECIFICATION 



Page 2, line 25 - Change «tro w to - two - • 



Page 3, line 15 - Cancel "and" and insert - are - • 



Page 4, line 12 - Change "18" to-18*» - . 

12 - Change "and" to - end - • 

19 - Before ’’The” insert - The manner in which the 

end plate feeds the cryptographic mate and repre- 
sentative means far providing substantially un- 
predictable movements for the commutators thereof 
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my both be found In prior art, see, for example, 

Hebern „ 1,683,072, and Korn . 1,733,886. - , 

IN THE CLAIMS 

Claim 1 - Cancel. 

Claim 3, line 7 - Cancel n a plurality of output wires at least one of 

which is connected". 

8 » Cancel "to a plurality of output terminals" and 
insert - means for electrically connecting together 
said output segments in groups thus effectively 
diminishing the number of output contacts, and an 
output wire connected to each of said groups - « 

Claim 4, line 6 - Before "groups" insert - electrically connected - » 

Claim 5, line 9 - Before "opening" insert - substantially unpredictably - . 

Claim 6, line 8 - Before "commutation" insert - substantially 

unpredictable - • 

Claim 7 - Cancel, 

Claim 9, line ID- After "segments" insert - any one of which output 

segments may according to a substantially unpredictable 
rule effectuate and stop the aforementioned current 
flow - , 

REMARKS 

The specification has been amended in minor particulars (to correct 

typographical errors, etc,). On page 4, line 12, "18" has been changed 

to 18" because of a duplication of reference characters. The Chief 



- 2 « 
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Draftsman will be requested to make the necessary change on the 
drawing. 

The specification, on page 4, has been clarified by reference to the 
patents of Hebem . 1,683*072, and Korn . 1,733,886. The function of 
elements 22 through 26 was explained to sone extent in the original 
specification on page 6, lines 21 and 22. 

Zt is assumed that, in view of the above-mentioned amendments to the 
specification, the rejection of the claims on the ground of inadequate 
disclosure sill not be pressed. 

Claim 1 has been cancelled. 

Claim 2 was not rejected on references and, therefore, is believed to 
be allowable. 

Claims 3 and 4 have been amended to require with more or less specificity 
that the output contacts of the keying generator are strapped together In 
groups, it following, of course, that there are fewer output contacts 
than Input contacts. This thought is missing from the references and 
goes much beyond a "pure matter of choice” as was claimed in the official 
letter of 23 November 1942, as the device produces a keying sequence dif- 
ficult of solution far out of proportion to the apparent magnitude of the 
change. 

Claim 5 has been amended to define a structure wherein certain of the 
switches are open and closed in substantially unpredictable order. In 
liw>. fit fij,., 1,912,983, the order can easily be calculated from the 
cams, whereas in Applicants* arrangement the closing of a comparable 
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switch la dependent not only upon a complex electrical Base but also 
upon the pressing of one of keys 10, 11, 12, etc*, with even the 
operator having no idea when a key is pressed which switch or switches 
will be affected* The sane remarks apply to dale 6, rejected ae 
fdlly net by &&£, j& **. 

Claim 7 has been cancelled* 

Claim 9 has been amended to Include the concept of actuating a particular 
switch by any one of the output signals according to an unpredictable 
rule and, thus, differentiates fron JIpp. pt al.. and Habaacn* 

It appears that the rejection of Claims 10 and 11 was meant to apply to 
Claims 11 and 12 since Claim 10 already has been cancelled* Viewed in 
this light. It is requested that the rejection be reconeidered ae JIpp. 
f& g£., Pierce. 1,426,669, and Parker . 1,442,819, fall completely to show 
that any keying sequence, once initiated, is enciphered before use* Be* 
consideration is requested also of the rejection of Claim 10 (probably 
Claim 11) for Indefiniteness j it cannot fairly be said that "providing a 
keying sequence" may be purely mental if the result thereof is capable 
of physical treatment as called for by the claim* 

Continued prosecution under the so-called three-year rule la desired* 
Reconsideration and favorable action are desired* 

Itespectfolly, 

WILLIAM F* FK2FDKAH and FRANK B* ROWLETT, 

Applicants 

Sr 



Their Attorney 
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> March 19*9 



Memo for Deputy Chief, Amy Security Ageney 



SOB3E0T* Return of papers in re Fa tent Application 
Serial Ho, 442,320. 



1* The accompanying file of documents, ail in 
connection vlth Patent Applicatio n Seria l Ho. 443,320. ^ 
under study vfioirT“weni ofe sick leave' lastTXugufft^ 
and it remained in my basket until recently, aval tine 
attention* 



2, In accordance vlth direction on top routing 
sheet, I aw returning file herewith, having noted ita 
contents carefully, 

3, This file war initiated by a f crawl letter 
dated B Dec 47 from the undersigned to the Director 
of Intelligence, THRU Chief, Amy Security Agency, 

4, It le requested that the ease be completed 
by a formal reply addressed to ms in response to the 
letter referred to in Par. 3 above. 



William F, Friedman 



\ 
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WAR DEPARTMENT 
OFFICE OF THE JUDGE ADVOCATE GENERAL 
WASHINGTON 25 D C 



Mr. William P. Friedman. 

1823 Que Street, N. W. 

Washington 9, D. C. 

Mr. Frank B. Bowlett 
216 So. Pershing Drive 
Arlington, Virginia 

Gentlemens 

By direction of The Judgs Advocate General, receipt is acknowledged 
of your letter to the Secretary of War dated 6 June 1947, tendering to 
the Government of the United States for its use, under the provisions of 
the act of October 6, 1917, as amended (35 U.S.C. 42), the invention 
described and claimed in your application for patent. Serial No. 443,320, 
filed 16 May 1942, for Crytographic Systems, which application and the 
invention covered thereby were placed m secrecy by the Commissioner of 
Patents on 16 May 1947. It is noted that your letter includes a power 
to inspect and make copies of the application. 

The records of this office show that the above-mentioned applica- 
tion and the invention covered thereby are assigned to the United States 
Government and were filed under the aot of March 3, 1883, as amended 
(35 U.S.C. 45). However, the present tender will be made of reoord for 
the protection of whatever interest you may have in this invention* 

Very truly yours. 




;5 .JljL W 



GEOBGE W. GAHDES 

Colonel, JAGD 

Chief, Patents Division 
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6 June 19^7 



Secretary of Var 
Washington 
D. C. 



Attention* The Judge Advocate General 



A Secrecy Order under Public #700, 76th Congreae, 
having recently been served upon, end acknowledged by, 
the undersigned in connection with Patent Application 
Serial Humber 443,320, filed 16 May 1942, the inven- 
tion covered by the said application la, in accordance 
with the recommendation contained in the Secrecy Order, 
tendered to the Government of the United States for its 
use. The application may be inspected and copies made, 
if desired. 



Respectfully yours. 



mnrnTrromra 

1823 Que Street, H.V. 
Washington 9, D. C. 



mmrwnmsm — 

216 So, Pershing Dr. 
Arlington, Virginia 



jpv , ‘ (detach here) 

.Form D— 23 Nov '44 REF ID; A7173S 

xtu ^ 

To the applicant above named or his heirs, and any and all his 
assignees and attorneys or agents 

Enclosed is your copy of a Secrecy Order under Public No 700, 
76th Congress You are required to fill out and personally sign the 
receipt form above and return it to the Commissioner of Patents If 
the acknowledgement is not received within a reasonable time it will 
be necessary to take other steps to establisn service of this order 
on you 



E G Haggett Jr 
Patent Office War Division 



^ 'AXO. , 



Please advise this office of change of address 



Form 5-2 -nn 



Serial No 
For 

Applicant 

Assignee 
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Department of Commerce 

UNITED STATES PATENT OFFICE 












¥♦■3,320 



Washington 

May 16, X9^2 



WASHINGTON 

Filed 

Oi-yptographio 

Vlllism F. Friedman and Frank 8. RowiVtt 
U„ 9. Government 



Division 



A my. lumi 

-jhxiMf 

16 



SECRECY ORDER 



NOTICE - To the applicant above named his heirs and any and all his assignees, 
attorneys and agents, hereinafter designated principals 

You are hereby notified that your application as above identified has been found 
to contain subject matter, the unauthorized disclosure of which might be detrimental 
to the public safety or defense, and you are ordered in nowise to publish or disclose 
the invention or any material information with respect thereto, including hitherto 
unpublished details of the subject matter of said application, iri any way to any person 
not cognizant of the invention prior to the date of the order, including any employee of 
the principals, but to keep the same secret except by written permission first obtained 
of the Commissioner of Patents, under the penalties of the act of October 6, 1917 
(Public No 80), as amended July 1, 1940 (Public ; No 700) as amended August 21, 1941 
(Public Law 239), and June 16, 1942 (Public Law 609) 35 U S C 42, 40 Stat 394, 54 
Stat 710, 55 Stat 657, 540 0 G 233 248 

Any other application which contains any significant part of the subject matter 
of the above identified application falls within the scope of this order If such other 
application does not stand under a secrecy order it and the common subject matter 
should be brought to the attention of the Patent Office War Division 

If prior to the issuance of the secrecy order any significant part of the subject 
matter has been revealed to any person, the principals shall promptly inform such person 
of the secrecy order and the penalties for improper disclosure set out m Public No 700, 
76th Congress, and Public Law 239, 77th Congress 



This order should not be construed m any way to mean that the Government has 
adopted or contemplates adoption of the alleged invention disclosed m this application, 
nor is it any indication of the value of such invention In order to make the details of 
your invention available for inspection by various governmental agencies concerned 
therewith for consideration of its possible use m the war program and at the same time 
to preserve your rights under the Act, it is suggested that you promptly tender this 
invention to the Government of the United States for its use Such tender may be effected 
by a communication addressed to the Secretary of War or the Secretary of the Navy and 
should be accompanied by a power to inspect and make copies of the application 



v This order is 

\ 

t 



MAY 1 £ 1947 






modified by the provisions of accompjr^fng permit A (form D-3n) 




Assistant 




Commissioner 



Fori^ D-3-m 



It 



Serial No 
For 

Applicant 

Assignee 

* 
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^DEPARTMENT OF COMMERC 

UNITED STATES PATENT OFFICE 
WASHINGTON 



44-3,320 Flled *»jr 16,1942 Division 

Cryptographic Syateaa 

Vllllaa F. Frieda an and Frank B. Rowlatt 

U.3.Ch>rernaent 

* PERMIT A 



16 



toAttpp 

*6 194 ? 




An order of secrecy having "been issued m the above-entitled application by the 
Commissioner of Patents, the principals as designated m said order are authorized to 
disclose the subject matter to any person of the classes hereinafter specified if such 
person is known to the principal disclosing to be concerned directly m an official 
capacity with the subject matter, provided that all reasonable safeguards are taken 
to otherwise protect the invention from unauthorized disclosure The specified 
classes are - 

r - 1 ' - 

i * 

(a) Any officer or employee of any departments, independent agency, or bureau 
of the Government of the United States 

(b) Any person designated specifically by the head of any department, 
independent agency or bureau of the Government of the United States, 

or by his duly authorized subordinate, as a proper individual to receive 
the disclosure of the above indicated application for use in the 
prosecution of the war 

* 

The principals under the secrecy order are further authorized to disclose the 
subject matter of this application to the minimum necessary number of persons of known 
loyalty and discretion, employed by or working with the principals or their licensees 
and whose duties involve cooperation m the development, manufacture or use of the 
subject matter by or for the Government of the United States, provided such persons are 
advised of the issuance of the secrecy order 

When requested m writing by a responsible official of the United States Government 
known to the party making disclosure to be directly concerned m an official capacity 
with the subject matter, authorization is further given to disclose the subject matter 
to accredited representatives of an allied government For the sake of tne record and 
for their protection, the principals should promptly inform the Commissioner of Patents 
of such disclosures together with the names and official designations of the persons to 
whom disclosure is made 

The provisions of this permit do not in any way lessen responsibility for the 
security of the subject matter as imposed by any Government contract or the provisions 
of the existing laws relating to espionage and national security 




Attiatant Commissioner 



+■ 



,J 



Copy tent to: 
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Million F. Frisdnan 
3932 Military Road, H.V. 
Washington, D.C. 



Frank B. Rovlott 
2306 M. Madison St. 
Arlington, Virginia 



Williasi D. Hall 

e/o Chief Signal Off loo r 

Monitions Bldg. 

Oitjr 
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TOP SECRET SECRET CONFIDENTIAL RESTRICT^ 

TECHNICAL DIVISION 
AFSA-14 

date 



to 



FROM 



__ *>r . Friedman . - . . 

_ Mr. Rhoads 

Dr . Sanford „ „ . . . 

Mr. Douglas 

LCDR Pendergrass 

__ Dr. Pettenglll * . 

Mr. Calllmahos . . 

Capt Lane 



( ) As discussed 

( ) As requested 

( ) Concurrence or comments 

( ) Information & forwarding 

( ) Information & return 

( ) Information & file 

{ ) Tnfo upon which to baae reply 

( ) Recommendation 

( } Signature if approved 

( ) Your action by 



29 Nov 49 



i 

Ser. No. 443 

Filed May 16 



, 1942 



J REF ID : A 71 

ASSIGNMENT 



/H 1| 

lUSi PAGE 582 



WHEMSAS, we 



)!LU.iaw,J).t. Ruedraan, arid FraaJc-E„..Royle.tt- 



°f 3952 Military Poad, M. W, » Washyifton. D. C.. and 2508 TT. Madison Stree t 



Arlington. Virginia, respectively » have invented certain improvements in 
~ T ~‘ oj^aph3,p_gyst§a5 . .§ _ g°r.P£.S.?-se_ S£_ B--.113ER 



even. date herewith 



for which the undersigned on 

executed an application for Letters Patent of the United States; and 

1 ^ 

WHEREAS, the invention was made while the undersigned was m the employ 
of the War Department, and pertains to a device useful in the National De- 
fense, and 

WHEREAS, The Government of the United States is desirous of acquiring 
the entire right, title, and interest m and to the said invention and in 
and to any patents that may issue thereon. 

NOV/, THEREFORE, m consideration of the premises and one dollar ($1.00), 
the receipt of which is hereby acknowledged, the undersigned have sold, as- 
signed, and transferred, and by these presents do hereby sell, assign and 
transfer unto the Government of the United States of America, as represented 
by the Secretary of War, the entire right, tit ^e and interest, throughout 
the United States of America, and the territories and dependencies thereof, 
and not elsewhere, m and to the said invention and to the invention as de- 
scribed in the specification executed by the undersigned on even date 

1 herewith , preparatory to obtaining Letters Pat- 

ent m the United States therefor, and to all Letters Patent issuing there- 
on and any continuations, divisions, renewals, and reissues or extensions 
of such Letters Patent, the said aitire right, title and interest as well as 
the control of the prosecution of the application and all continuations, re- 
issues and divisions thereof to be held by the Government of the United 
States of America (as represented by the Secretary of War) and atkl Letters 
Patent including any divisions, reissues, renewals or extensionsSSherei 
as there are or that may be granted, to be held by the GovernmenfcasdEk 
and entirely as the sane would have been held by me had this SSsS^nm^jljt 
sale not been made. The -undersigned hereby gives the Gover 
United States of America the non-exclusive right to make, useOotaJselj- the; 
invention for governmental purposes m all foreign countries . m o 

nr- Q~ LjlI 

Provided, however, that upon any subsequent notice of allowC<Sce of 
application or of any renewals, substitutions, divisions, contin ua tion 
contmuations-m-part being given by the Commissioner of Patents, the e 
right, title, and interest m and to said invention and said application or 
any renewals, substitutions, divisions, continuations, or contmuations-m- 
part, and such patents as may be issued thereon, will thereupon revert to 

William F. Friedman and Frank B. Rowlett 

subject to an irrevocable, non-exclusive, and royalty-free right and license 
remaining vested in the United States of America as represented by the 
Secretary of ' ar, to make, have made, to use, and to sell the subject matter 
of said invention foi governmental purpose^ only, to the full end of the 
term or terms for which any Letters Patent, divisions, reissues, renewals, 
extensions, continuations or cont inuatipns-in-part are or may be granted. 











Witness 



Before me, a notary public in and for the 








.appealed the above-earned 

jh-a-y/ y* ^ cW , personally Itfiown to me, who * 

m my prepehce executed the foregoing assignment and acknowledged that 



exertion thereof was 




free act and deed. 






this 



day of 



/3 






^Notary Public 



- <- 



(Seal) 



ffl 







'ffp' jsfi V ■* 

- - rn 







nr the tnmjsD states pateht cfwojs 



IS HE: Application of 

WXLEIAM F. FRIEDMAN 

and prank & soti&rr 



Serial Number 
443,220 



* 

* 

* 



Filed 

16 I fay 1942 



mmwmsss &mt*s 



* 

* 



Division 53 



mmszm m m, 



TO: The Honorable Commissioner of Patents 
Washington, 25, 0 C* 



i&W 



Th» undersigned having, on or about the 16th day o^i&y 1942, 



— t J »TT 

»ade application for letters potent test an improvement in Crypto- 
gft&i&le system (aerial, number 443,220), and having this day re* 



waked a poser of attorney given on or about the X3th day of Hay 



1942 to William » Hall of the Office of the Chief signal Officer, 
hoyetj appoint Henry B* Stauffer, of Arlington County, Virgini a, 
Registration Ho 14706, their attorney, with fall power of substi- 
tution and revocation, to prosecute said application, to make 
alterations and amendments therein, to receive the p atent , and to 
transact all business in the Patent Office, connected ^Herewith 



— 5 * 



Signed In the County of Arlington and State of Vi rginia this 

«. — — -j, ” %_ '■2*** ifjBdnkHMK- 



Ai . day of 






.* 4 D 1947 



Reape etfgQy . 









"f - 
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is m: wmn seatrs pack;? office 



* 

IS RF: Application of 

WUilAH F* F82EESIUI * 

and mSK B. ROB I E TT 



Serial Sisabor 
443,220 

Filed 

16 tfay 1942 

Poe* 

OSXPTOGRAPniC SIBtEie 



* 

Division 53 

* 



BB&Sffl & & Agogg? 



TDi The Honorable Coraisaioncr of Pia teats 
ftarihlngton 25, 0* C. 



Sir* 

The uMeraignod having, on or stoat the 13th dag r of Bey 1942, 
appointed Willian D. Rail, of tho Office of the Chief Signal Officer, 
their attorney to prosecute an application for letters patent which 
application was filed on or about the 26th day of Say 1942, for an 
iaprevesent In Cryptographic System (serial amber 443,220), 
hereby r ev o fc o the poster of attorney then givrn. 

Slotted in tho County of Arlington and State of Virginia, this 
i! day of A. D. 1947. 

Itospoctfhlly, 



WlYl 1»a F. griodra^, AppJuSSjgt 



STaai: B, Roarlett, ApjOieent 



Jf fit tt ' ' -W 



SPSLG-3a 



11 October 1945 



REF ID:A71739, 



COPY 



Subject Patent application of William F Friedman, 

Serial Number 443,320 on CRYPTOGRAPHIC SYSTEMS 



TO: Chief, Army Security Agency 

Pentagon Building 
Washington 25, D C 
Attention Lt Stauffer 



Your recommendation is requested as to whether subject 
patent application should be withheld from publication and 
whether your office desires to prepare an amendment An 
amendment on subject patent application is due In the patent 
office on November 23, 1945* 

FOR THE CHIEF SIGNAL OFFICER 



/s/ DONALD K LIPPINCOTT 
DONALD K LIPPINCOTT 
Colonel, Signal Corps 
Patents & Inventions Counsel 
Legal Division 

WDGSS-85 (11 October 1945) 1st Ind 

Army Security Agency, Washington 25, D C , 23 October 1945 

TO Office of the Chief Signal Officer, Director, Legal 
Division, 435 331, The Pentagon, Washington 25, D C 
ATTENTION Colonel D K Llppincott 

1 The subject application 13 undergoing study with a 
view to determining whether the application shall be prosecuted 
further under the three -year rule 

2 An amendment responsive to the Patent Office action 
of 23 November 1942 will be prepared by this Agency 

FOR THE CHIEF, ARMY SECURITY AGENCY 



/s/ MATTHEW G JONES 
MATTHEW G JONES 
Colonel, Signal Corps 



COPY 
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January 19, 1943 



Copy 



Ex parte William F. Friedman : 
and Frank B. Rowlett : 
Serial No. 443,320 s 
Filed May 16, 1942 : 
Cryptographic System : 



In compliance with the request in the letter of the 
Secretary of War, dated December 1, 1942, this application 
is placed under the provisions of U. S. Code, Title 35, 
Section 37, 

The assignment accompanying said letter, conveying to 
the Government of the United States of America the entire 
right, title and interest in and to the above noted applica- 
tion, has been recorded in accordance with the Commissioner^ 
Order No. 3250, of September 5, 1933, for recording assign- 
ments of applications that are to be preserved in secrecy, 
and the assignment is returned herewith. 

This application will not become abandoned prior to 
the expiration of three years from the date of the last 
Office action. 



CONWAY P. COE 
Commissioner 



Mr. William D. Hall 

c/o Chief Signal Officer 

Munitions Building, Washington, D. C. 



COPY 
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IS f Hk 

nmt STATES PATENT OFFICE 



tflf Mi Application of • 

sums r, mEBwur # 

«&d FRANK B, RDSIETT * 

Serial Fuator * 

443,520 * 

m*& * 

16 May 1942 • 

ft ar * 

CRIFTOQUPJTIC SSBTEM * 



Mvisioo 16 

■> — r... «ne 

HOCin 7JJ 



jg^ggygj^ 

TDi the Honorable Cofflaissioner of Patents 
Washington, 0, C. 

Sirt 

this la In response to Patent Office action, 23 Ifav e nber 1942, 
In the above identified ease. 



Flee oe attend the application as Indicated below. 



IS TEE SPECIFICATION i 

Page 2, line 19 - Change "like" to - ns - • 

IN 1KB CLASS i 

Claim 1, tine 2 - Before "keying! Insert - variable - • 

Claim 2, tine 6 - After "law" and before the comma, insert •* said 

last mentioned weans including a source of elec- 
trical impulses and naans for enciphering the saas - • 

Claim Jl* tins 1C- After "switches", insert - fcy electrical inpolses - • 




■*, — 
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' * * --^hh 

Claim 5* Line ID • After "sequenca", Insert a senssa and add • nii 

last Mentioned mu including aoana for encipher- 
ing »ai4 inpnlaee before applying the mam to said 
additional switches - * 

Claims 8 and 3D * Cancel. 

Add the following claims i 

11. Th* tarfcfaod of snripfaesring text ccmpoeod of characters which 
Incl u des providing a keying eeqtxmoa and enciphering the oooponents of 
•aid sequence before enciphering amid text. 

12. The nethod of secret intercoenunioation with printed text or 
the like through switch ccrrfcroOei seam which includes actuating ana 
switch in accordance with a plain text ohsj^otcr snd actuating a oca** 
plenontary switch In accordance with an enciphered keying element. 

KEHARKSt 

The sssncbwnt to the specification Is in accordance with the 
Wxaalner'a suggestion on page 2 of the official action. 

With respect to the r efe re n ces cited, the raj action is believed to 
be u menrnnd notwithstanding certain ehn n fiw* in the p lains are herein 
proposed. 

Referring especially to Jipp, at si., 1,912,983, principally relied 
upon, the fundamental feature of the Applicants' invention la not to be 
found, that being the eecipbaroertt of a keying sequence before applica- 
tion of the key to the clear text* ¥ha concept en d its f d^p tati « n to a 
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and are at the utaost importance, the encipherment of the key adding 
esajs&eusly to the difficulties of aucooeafttlly Attacking the resulting 
cipher text* In Jipp, st al., so veil as in the other cited references, 
tho Host that can bo claimed for the Patentees is that they attempted 
in cm fashion or other to provide a key, the cycle of which sea as long 
«a possible, 

Itother regarding Jipp, et al., it seems unfair to use elements 
It through $t so as to anticipate Applicants 1 o o nta u tator 13-21 and as* 
Sedated parts, particularly If the parts It throng 5t are also to he 
utilised to meet the "control elements* or switches called for by sene 
at the claims and, moreover, whan Applicants * structure Is cowncmly 
team in the art as a cryptographic conautatcr, whereas neither Jipp, 

«rt al., nor those familiar with the art would ordinarily thus refer to 
the switches It through 5t, 

Claim 1 has been amended only to bring out that the output of the 
key generator is variable (by means of keyboard 10, 11, 12, etc.), the 
»la1,n is belimned patentable over Jipp, et al,, for the reasons above 
indicated. In addition, the rejection of the claim as "obviously fully 
net" by Jipp, et al.. Is not Justified since in any event the patent 
fails to shoe "a distributor having a plurality of segment a," Applicants 
State, page 6, that this distributor 60-66 is not s mere eeohanloal ex- 
pedient. 

Claim 2, as amended, (dearly shears that the elasamts of Applicants* 
keying sequence are electrical Impulses, and that said impulses are en- 
ciphered before utilisation, s feature altogether absent ftroa the prin- 
cipal reference as already pointed oat. 
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1h* present address of Applicant Frank B« Sowleii in 216 South 
Pnrshing Drive, Arlington, Virginia. Pleas* neks the n ecess a r y eos> 
mticm- 

Si is desired that prosecution of the application continue under 
the three-year rule* 

Vavorablo action is requested. 



ftanpootfully, 

WmiAM F, SKEDHAir and 
FBA^K B. MTWXSff, Orators 



8ft 



SBieijr Attorney 



■REF — 






This aase h«ui been examined, end 






* 9 ^ 



ing references* 

Jlpp^ «t al. 

"Beborn 

Korn 

Friedman 

Havland 

V exuain 

Pierce 



1,913,983 Juno 6 , 1933 178-22 

1,683,072 Sept 4 , 1928 ■ 

1,733,886 Oot. 29, 1929 * 

1,522,775 Jen. 13, 1925 * 

1,111,695 Sept 22, 19H « 

1,310,719 July 22, 1919 * 

1,426,669 Aug. 22, 1922 • 



Claim 1 la rejected on Jlpp aa obviously fully met. 

Claim 2 la rejected on Jlpp aa aubetantially met. Jlpp uses a 
double pole double throw switch instead of a single pole double throw, 
but this la ao only because Jlpp desires to use a polarised current 
tye ten instead of the current and no current system used by applicants. 
The circuits between the relays 6 to 10 and 11 to 15 of Fierco are 
identical to the circuits between relays 40 to 44 and elements 50 to 
54 of applicants. 

Claims 3 and 4 are rejected on the ground that applicants have 
not disclosed the construction and mode of operation of their seranbllng 
tmit in n <ruoh full clear, concise and exact terms" as are required by 



the statutes and Rule 34. 

Claim s 3-4 are further rejected as Hebem as substantially met. 



To connect any of the output wires to a plurality of contacts seem a 
pure matter of choice. 

Claims 5 and 6 are rejected on Jlpp ae obviously fully met. 
Claim 7 is rejected an Jlpp as substantially met. He invention 



W054 be required to insert a control board between the Battery BA. and 
ibe Input to the cocauutator It to 5f. 

Claims 8 and 9 are rejected on Jlpp as fully net. The scrambling 
unit of Jlpp is a commutator. 





■ 1 * 




Claim 10 1# rejected as obviously fully met ty any of the above 
Sited patents ana as being Vague, and as including apparatus limita- 
tions in a method olmin* 

Unapplied references are sited to show the state of the art and may 
be relied on In future notions, 

«HJoe», on page 2, lino 19 should be jy|» 

The residence of the second inventor, as given in the oath, does 
not correspond with that given In the petition aod preamble s Ckareotiop . 
ie required. 





739 



Patent Application of Wm. F. Friedman and Frank B. Rowlett - S.N. 14 ) 13,320 



1. Wm F. Fried- Your patent application prepared on recent 
man and 

Frank B. date was filed in the United States Patent 
Rowlett, 

Sig. Office May 16, I 9 U 2 , and received Serial No. 

Intel . 

Serv. UU3»320. 



N.M 

W.D H. H. Nelson Moore, 

1st. Lt., Sig. Corps 
SPSLG 

May 22, 19k2 



\ 



tONTOENTWt 




WHEREAS, the invention was made while the undersigned was in the employ 
of the War Department, and pertains to a device useful in the National De- 
fense, and 

WHEREAS, The Government of the United States is desirous of acquiring 
the entire right, title, and interest m and to the said invention and in 
and to any patents that may issue thereon. 

NOVf, THEREFORE, in consideration of the premises and one dollar ($1.00), 
the receipt of which is hereby acknowledged, the undersigned have sold, as- 
signed, and transferred, and by these piesents do hereby sell, assign and 
transfer unto the Government of the United States of America, as represented 
by the Secretary of War, the entire right, title and interest, tnroughout 
the United States of America, and the territories and dependencies thereof, 
and not elsewhere, m and to the said invention and to the invention as de- 
scribed in the specification executed by the undersigned on 

, preparatory to obtaining Letters Pat- 
ent in the United States therefor, and to all Letteis Patent issuing there- 
on and any continuations, divisions, renewals, and reissues or extensions 
of such Letters Patent, the said entire right, title and interest as well as 
the control of the prosecution of the application and all continuations, re- 
issues and divisions thereof to be held by the Government of the United 
States of America (as represented by the Secretary of War) ard all Letters 
Patent including any divisions, reissues, renewals or extensions thereof 
as there are or that may be granted, to be held by the Government as fully 
and entirely as the same would have been held by me had this assignment and 
sale not been made. The undersigned hereby gives the Government of the 
United States of America the non-exclusive right to make, use, or sell the 
invention for governmental purposes m all foreign countries. 

Provided, however, that upon any subsequent notice of allowance of said 
application or of any renewals, substitutions, divisions, continuations, or 
continuati ons-m-part being given by the Commissioner of Patents, the entire 
right, title, and interest in and to said invention and said application or 
any renewals, substitutions, divisions, continuations, or contmuations-m- 
part, and such patents as may be issued thereon, will thereupon revert to 

— - — — — J tt U U Awt .J ftetnlr . > . Bfla & etfc 

subject to an irrevocable, non-exclusive, and royalty-free right ard license 

remaining vested in the United States oi America as represented by the 
Secretary of ’Jar, to make, have made, to use, and to sell the subject matter 
of said invention for governmental purpose^ only, to the full end of the 
term or terms for which any Letters Patent, divisions, reissues, renewals, 
extensions, continuations or cont inuations-tm-part are or may be granted. 



Witness 

Before me, a notary public m and for the 

appeared the above-named 

. , personally known to me. who 

m my presence executed the foregoing assignment and acknowledged that his 
execution thereof was his free act and deed. 
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Thin invention relates to secret signaling systeras, and, pora 
jxUrtiaularly, to curyptographia ays toss. 

txx the particular eobodiaent of our invention described below, 
the apparatus is designed to be Connected to existing telegraph machines 
to sake thea secret, tut it is understood ih^t the invention nay be built 
in the naehlnes so that the machine and our secrecy effecting inprovc^er.t 
is s single entity* 

tto* object of this Invention is to provide * staple device that 
nay be connected to an existing standard "Teletype" a&dnre to effectuate 
socreey of the corcaoaaloation conducted over a wire line between a transmitting 
station and a receiving station, mother object of the invention is to 
provide a syfttes of changing the characters op lied to a secret code sending 
or receiving machine, to thereby codify the code tranaeitted (or received) 

SO that secrecy Is effected. Many other objects end advantages of our 
invention exist, and een best be understood by reading the following detailed 
discussion of the drafting# and studying the appended slain*. The Invention 
has been illustrated in detail} except that the ocm^eatloeal "Teletype" 
waftMne has not been illustrated in all of its details. Duo to the detailed 
Shoving in the draftings, it is under tood that only such features as are 
recited in any appended clad* are essential to the novelty of such dale* 

Briefly speaking, the "Teletype" each in* has a distributor device 
which, for each letter, connects the lifts sequentially to each of five circuits. 
Those five circuits nay be open or closed, depending on the particular letter 
seat, and in a standard "Teletype" machine, are operated by a set of five 
single throw switches which In turn aro operated by the keys of the "Tele- 
type" keyboard. In our invention the circuits to the distributer arc 
control ed not only by a first group of switches, as motioned above, but 
by another set as veil which arc so corrected, that when the pole eras of 
any parti ular pair of switches are moved to certain cd*pli*entary position* 

« Circuit through th t pair of switches to the distributor Is completed* 



s]_t. 




U>1* 



UH L I 
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i ULUHvi , 

"Step" *0mnt 66, bruah are 67 atopa When the "Start* segment 60 Is | 
reached. Circuits are established to eegaenta 6l to 65 ty the switches 
54, 53, 52, 51 and 50, respectively, Those switches era wared to the 
fright or left positions by operation of keys at tbs keyboard and an example 



of the positions of the ares 50*54 


far a few letters is 


glvent 


latter 


Switch 50 


51 


52 


53 


54 


A 


Wight 


Sight 


Left 


Left 


left 


B 


Wight 


Wight 


light 


Left 


Right 


C 


left 


Lift 


left 


tight 


Left 




Sight 


Left 


Right 


Left 


Right 



vto. 

The group of switches 45 to 49 also hare right and left 
actions , These actions are controlled by relay eoila 44, 43, 42, 41 
end 40, reap otivaly, 

then swltoh area 54 and 45 and both to the ri L ht, or both 
to the left, there Is no oiroult to the augment 6l. When either of 
switch area 54 or 45 is to the right, with the other to the left, a 
Circuit to segment 4l is completed. This effectuates control of ener^isa- 
tion of 61 depending not only upon the position of are 54 aa determined 
by the "Teletype" key depressed, but also upon the position of are 45 
Which in turn depends upon the position of the scrambling mechanism 15-21 
of figure 1, 

What has been said above relative to complementary switch 
arms 54 and 45 equally applies to eooplesent&ry switch ares 55 and 
46, 52 and 47, 51 and 48, and 50 and 49. 

the energisation of the eereral segments 60 to 65 isoluslre 
therefore depends upon the conjoint action of swltoh anas 45 to 54 
inclusive of Wb^ ch tho ares 50 to 54 are controlled by the plain language 
text of the message, Whereas ares 45 to 49 are sen trolled by the sequence 
generator (the scrambling mans). 



*5* 



ocnnrT- 

OtullLl 
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fb# seraMRblia^ m#«uu i utilises a control board bevin^ a plurality 
Of circuit closers *noh am 10, 11, and 12, one aide of each circuit closer 
being connected to ground 14 through a battery 1), The othor eld e of 
the circuit doners eemneot to the input eegnsnt* of the and plate 15 
Of the input oooautator. For example, the circuit aloser 10 connect! to 
segment S, circuit closer 11 connects to segment 16, nod key 12 connects 
to segment 18, She other keys connect to one or acre of the remaining 
segment# in my orderly or irregular fee ir ion* It is net necessary that an 
equal number of circuit closers and input ee.nenta be used. For example, 
there may be only thirteen circuit closers (such as ID, 11, 12, etc.) 
connected to thirteen of the twenty-air segment*. The input stationary 
end plate 15 feeds the eeveral rotatable oceaautatcra 16a, 17a, 18, 19, 
and 20 successively, in the wall-known wanner. The rotatable caomutatara 

and 

are rotated in a controlled manner which way, in simple embodiments, be periodic / 
correspond to that in an odosaeterj but where greater complexity is desired 
the control nay be of an irregular type causing aperiodic displacement# 
of the eowHutatoro. Means for such periodic or aperiodic control are 
well known in the art and their detail* per se do not form a part of this 
invention. The output end of the commutation machine includes a stationary 
receptor aocaautator plate 21 having a plurality <f contact terminals lettered 
from X to % inclusive. These ocntact terminals are irregularly connected 
SO that there are five resulting circuits 30, 31, 32, 33, and 34, each of 
which connect to one or more of the twenty-mi* contact point* of output 
receptor plate 21. For ease of Illustration the wire 32 eonneota to wire 
39 that connect* to adjacent point# S, X end U| wire 30. connects to wire 
89 that connect* to adjacent points W, X, end Xj wire 34 eonneota to wire 35 
that connect# to adjacent point* A, B and Cj wire 33 coons at* to wire 37 
that connect* to points I, J, and Xj and wire 30 eceneota to wire 36 that 
in turn eonneota to points £, F end Q. Various variable arrangements are 
possible, some of which are now mentioned. The wire 39, for example, 
could connect to any one or wore points, not necessarily to the three 
adjacent ones 8, T, and U, The wire 30, for eaasple, does not need to 

w4** 






x xtjftj; 



$ 
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connect to wire 36 but sen bo connected to any of tho wires 29, 35, 36, 

37 or 39. A plug board la provided In the do. tod rectangle 38 for effecting 
euctb * charge. Jay ana or wore of tho wires 30, 31, 32, 33 and 34 may 
bo disoon eoted entirely owe opt, of course, if all are disconnected, thore 
will bo no secrecy Whatever affaotuated by tho eersabling macs* 

tho receiving station of figure 2 Is slallnr to the trans- 



mitting station of Figure 1 in aost respects and parts which are simi- 
lar i» construction and operation to corresponding parts of figure 1 bear 
like referanos washers. The referance numbers applying to the receiving 
equipment are, however, primed* 

The incoming line 68* cocneots to the brush am 67** When 



the "Start" impulse for each latter la applied to the Urn 68 due 
to depressing a hey of the "Teletype" 100, the "Start* segment 60* is 

energised, hence the solenoid TO 1 Is likewise energised. Ibis opera- 

sSiiass- ^ 

M tioa energises the solenoid 27* through the battery 13* and ground 14* ♦ 

The armature 28 * operates the actuators 22 *, 23 *, 24*, 25 * and 26* in 
the sane manner a# the eerregpondtog actuators of figure I are simul- 
taneously operated. Bence the five am utators 16a*, 17a* , 18*, 19* 
m& 20* operate to like wanner to corresponding parts of figure 1. 

It is necessary for the operator at the receiving station to 
depress keys 10*, 11’ , and 12* and the ethers of the asm series, to 
the sere manner that they are depressed at the transmitting station, 
these ksy» nay be depressed at d released from tine to tine at the 
trensndtting station and receiving station to order to qonfdae possible 
*5 interceptors of the nessage. Similarly the eosioutators 16 to 20 and the 
corresponding enes at the reoslving and may be moved - annually firm Um 
to tire to eoofuse unauthorised interoeptora of the mseege. 

it ihe operator at the receiving station adjusts his apparatus 
to operate properly, the relays 45*, 46*, 47* , 48* and 49* will 



* 3 - 
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always bare the asms positions respectively as the corresponding re leys 



45, 46, 4?, 48 and 49 which are at the transmitting station. Accordingly, 
the circuits through, switohss 50*, 51*, 52*, 53* and 54* will be modi- 
fled in like manner to the circuits through switches $O t 51, 52, 53, and 



$4, respectively. Bence the energisation of solenoids 72*, 73*, 74*, 
75* aw) 76*, which are at the receiving station, will be energised in 
the same order that they would be If the second sets of switches 45 to 



49, inclusive, and 45* to 49* were #3 ialnatod at both the transmitting 
end receiving stations* 

The solenoids 72* to 76’ say be the printer Magnets of a 
receiving "Teletype" Bashirs (or the printer or perforator magnets of say 
siwilar device). 



In figure 1, the parts Identified by reference numbers 10 to 
39, inclusive, emprise shat we call a "Keying Sequence Generator." The 
key in r sequence generator shown in the drawings and hereinbefore described 
is believed to be novel jkt so end perforsaa the functio n of ge nerating a 
predetermined sequence by which the wires 30, 31, 32, 33 and 34 ere respect- 
ively energised. The respective energisations of these wires are deter- 
mined by* 

(a) The positions of the keys 10, 11, 12, etc.) 

(b) The law by which the several devices 22, 23, 24, 25 and 26 
advance the eomutatorsj 

(o) The method of irregular wiring of the commutators 16a, 17a, 

18, 19 said 20# 

(d) The output segments to which the output wires 29, 33, 36, 

3? and 39 ore eonr.ected, and# 

(a) The positions of the several flu, s in the plug end jack board 38. 

The distributor 60-66 aids in af . acting a a- cret signaling system, 
but we wish to distinctly state that it is not essential to the basic 
flharacteristics of our invention. The distributors 60-66 end 60 , -66* may 
be eceplately eliminated and the wires A, E, C, D and B connected directly 
(or in any indirect way) respectively to wires A*, B' # C, D* and X*. 

worn 
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f* Claim -s Hat* Invented* 

1, 1b A secret signaling system, in combination! enciphering 
meant ooK^rlaiug • keying sequence generator, a plurality of pairs of control 
t lament*, one alensnt of each pair being connected to end controlled by the 
Sequence generator to operate In a predetermined manner, weana controlling 
the other element of each pair In accordance with the text to be transmitted, 
a distributor haring a plurality of eegmants, each segment being controlled 
by one of said pairs of elenenta, end means cooperating with said aleoanta 

and segments whereby each segment 1« actuated in ac cordance with the text 

Of the message as modified by the operation of the sequence generator op 
Idle elements} a lino fed by said distributor | and deolpherlng means fed 
ty eaid line for deciphering the signal ■ transmitted by — ^ enciphering 
weans* ' _ _ 

Mg In a secret signaling system, a plurality of pair* ef single 









pole double throw awitchea, each pair hairing first and second individually 
operable twitches and each switch having a pole ars and two contacts, 
mm* for controlling the first switch of eech pair in accordance with 
the plMn text of the message, teens operating the aeeond switch of each 
pair depending upon a predetermined law, wire swans cooperating with taoh 
pair of switches for independently connecting together one contact of the 
first switch of the pair to a contact of the second switch of the sews 
pair, and for connecting the remaining sent act a of the switches of each 
pair together, means connecting one of the ptfLa arms of each pair of 
stitches to « source of current, the distributor hacvlng a distributor 
t aegnent for each of said pairs of switches, and weans carmectlog the re* 

staining pole arms of each pair of Switches to the distributor segment* 
respectively# 

-Cl* 
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A keying sequence generator comprising * commutating system 
having a plurality of irregularly oocmeated input and output segments, an Input 
system haring a plurality of input terminals respectively connected to the 
Input pageant* of the ecswui-ating system, not output system having a plurality 
of output terminals respective ly connected to the output segments of the 
OOimBlrtating system, individual circuit aloeera for acne of the input ter- 
minals, and a plurality of output vires at least one of ehioh is connected 
to a plurality of output terminals. 

A, A sequence generator oorrprietng a eonmtating ay atom for establish- 
ing random permutations of aonr-actions, said conaaut&ting system having Input 
eegaants and output segments with means for establishing random porootationa 
of connections between the Input and output segments, a plurality of means 
respectively controlling the input segments, scans dividing the output segment* 
into a plurality of groups of segment a f end arena having a plurality of out- 
put devices respectively responsive to each group of output eegjn^ntsj whereby 
an output device is cp rated each tine its corresponding group of aegaents la 

actuated • 

$« In ft secret signaling ays tea, a transmitting station, a re- 
ceiving station, a plurality of feeding circuits at the transmitting station 
and a like number of fed circuits at the receiving station, seen* oo? /nesting 
the feeding circuits respectively to the fed circuits, switches in each of 
the feeding circuits for closing and opening then according to the sassage to 
he enciphered and transmitted, means et the transmitting station, for 
modifying the operation of said switches ir their respective effects upon 
energisation and deftnergisation of said circuits comprising additional 
Switches in each of the feeding airo JLta, means for opening arJ Closing said 
additional switches in a predetermined soquenoej means associated with 
the switchec in the fed circuits for indicating the intelligence received, the 
last-caamd means including additional switches and means for opening mod 
dosing the aazaa in the aam sequence that the said additional ewltchea 
at the transmitting station, are opened and dosed, whereby to decipher the 
message on reception, 
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6, A agrstca of secret trananlsaion between a transmitting 
Station end a receiving station including a plurality of sending tad 
INWeiving oircuitrt at each of said stations respectively of which there are 
ttsopleraentary circuits at the respective stations sequentially and inter- 
mittently connected to each other j means at the transmitting station for 
modifying the energisation of the circuits comprising a switch connected 
in one of the transmitting circuits for opening and dosing such circuit 
intermittently# and eomxtation means operable to control opening and dosing 
of said switch; means at the receiving station for modifying the energisation 
of the circuits comprising a switch connected in cote of the receiving cir- 
cuits for opening and closing such receiving circuit intermittently, and 
Imputation seems for operating the last-named switch in similar manner to 
the op -ration of the first-named switch by the oosautatlon means at the 
trsnsudttlng station; transmitting means controlling the energisation of 
the circuits at the tranerdtting station} and receiving meana reapoxulve 
to energisation of circuits at the receiving statl or for receiving the 
intelligence* 
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7« A eeorst atgriolins njetm comprising a trwas&dttlng station 
and a receiving station; said transmitting station caaprising a lias output 
circuit «nd a plurality of feeding cdLrculta therefor, Beans for sequentially 
connecting eald feeding olrculta to said line output circuit one at a tiao, 
a plurality of devices each jcapectlvely is cne of said feeding circuits to 
control energisation thereof, each of said devices oonprislng two parts, 
both of ifcioh have first and eefond positions of operation, each of said 
devices having scans for energising its respective feedia eircuit when the 
two parts thereof are in ccepliiaentary positions, and for deenergising the 
sirCuit When the two parts thereof are Is positions other than coeapll»sntary 
positions, a transmitting keyboard, aeons operated by the keyboard for shifting 
an# of the parts of each of said devices from first to second positions and vice 
ve^aa, cojaanteting Keane, a control board controlling the input of said 
oOBrautatinc naans, and Beano responsive to the output of the oocnautating 
Steens far controlling the regaining parte of said devices in a predetermined 
Banner; said receiving station having a line input circuit connected to and 
fed by the line output circuit of the transmitting station, a plurality of 
fed circuits, m ana for sequentially connecting said fad circuits to said 
line input one at a tine end in synchronise with the rate that the feeding 
circuit a at the transmitting station are connected to the line output, 
a plurality of receiving devices one In each of said fed circuits which 
devices have two parte end each part of which has two positions of operation, 
indicating means controlled by said receiving devices end having a plurality 
«f actuating elements respectively connect d to said receiving devices, each 
•f said elements being actuated when the parts of Its respective devfoe 
are in complimentary posit lore, ascend casoutating means similar in con* 
struct ion and node of operation to that at the transmitting station, a control 
board similar in construction and node of operation to the control board at 
the transmitting station, a leans whereby tho last-mentioned contra! board 
Sontrols the input of said second ecsa utation means, and means responsive 
to the output of said second salutation means for controlling the remain- 
ing parte of said receiving means in like Banner that the first-turned devices 
are controlled whereby the receiving devices will effectuate reproduction 
)}? 0*14 instating Bft&l Of thi tailHgAadd transmitted at the trans- 
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d* In a *lgnalln^ systaa, a transmitting station comprising 
first and ft#ao<4 groups of elements of which each elesent of aeon gro up la 
adapted for operation to a plu ality of position n, means controlling the 
position of tl» eluents of the* first of said groups of elsnenta aoeording 
to tbs text to be transmitted, a sequence generator for effectuating a 
predoterained operation by sequentially ohangln- the position of the elerwnt* 
of the second of said groups; and a receiving st-ticr oceprlajuig third and 
fourth groups of elenents of which each element of each group is adapted 
for operation to a plurality of positions, aaans whereby t ha position of the 
al«ce»ts of the third group is controlled by the conjoint action end in 
dependorco upon the positions of the elements of the first and second group, 
neans ahereb, el®, tents of the fourth group of elements are operated in a 
sequence slnllnr to the sequence of said eecon* group of elements, and means 
responsive to the conjoint operation and acting in dependence on the positions 
of the third and fourth groups of elements for giving; indie, tiona of the 
text transmitted. 

9* In a signaling system; a transnittin^ s tationj a receiving 
station; weans for iranaalttlng energy internit ten tly free* said tnma- 
aittlng station to said receiving station, said wans Including icrasbling 
Miens at the transmitting station which Is subjected to predetermined 
operation end vhich when operated in a predetermined aanner effectuates a 
current flou at a predetermined tine if current would not otherwise flow at 
that tin* and stops current flow et eucsh predetermined time if current would 
otherwise flow; end a keying sequence generator for effecting said predetermined 
operation Intermittently comprising a cm rutator having rardewdy connected 
Input and output segments, wens for moving said cooeutator according to a 
prtdetenained law, stationery brush Mens for feeding current into a part 
of the input segments, output stationary brush means for receiving current 
£rm a pert of said output seguerto, end weans energised by the output 
Ntatlorrry brush means for effectuating said predetermined operation of said 
scrambling swans in sudd prsdeterained manner intermittently . 

« 5 ** 
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10, The method of eeorst ooErruni ation vhieh Includes applying a 
»k*y* to « ooorttttatinc swtu), relay Brace operated by th* eoewutation near a, 
«nfl deciphering the «d£»al» by the operatiora of tha raloy Beans. 
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WAR DEPARTMENT 

OCSzgO Friedman L Rowlett office of the chief signal, officer 

WASHINGTON 

Subject Invention - Cryptograph 



for »i. F Friedman, Cryptanalyst ana 
lx. Frank B Rowlett, Cryptanalyst 
Signal Intelligence Service - Room 3341 



■10 

(C-3) 

September 25, 1941 



THRU - Officer in Charge, Signal Intelligence Service 



1. At a meeting of the Signal Corps Patent Board 
held on September 23, 1941» the subject invention was con- 
sidered and found to possess sufficient merit to warrant 
preparing and filing a patent application at government 
expense . 

2 It is the policy of this office to prepare 
patent applications m the order in w’-'ich inventions are 
submitter, and accordingly it will be several months before 
this case is reached for action. 

By order of the Acting Chief Signal Officer: 




lajor. Signal Corps 



OCSigO 201-Fnedman & Rowlett 
(9/25/41) 



1st Ind. 
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Signal Intelligence Service, OCSigO, September 26, 1941. 

To* Messrs. W. F. Friedman, Principal Cryptanalyst, and Fr^JiSF 
B Rowlett, Cryptanalyst. p ” 
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Converter Type M-228 



Herewith arc two copies of a sketch showing 
the principal mechanlsns and circuit diagram for 
the proposed Converter 110228 for enciphering 
teletype messages. The parts Included under the 
designation "Rotor Assembly and Rotor Stepping 
Mechanism of Converter 1KL34G" are now being 
manufactured by the Teletype Corporation, under 
secret contract (Navy) and can be very easily 
adapted for use with Converter U-228 by eliminat- 
ing frou an M-134C the keyboard, printer unit, 
reversing switch and certain other minor parts 
unnecessary for operation of Converter M-228. 

The n stepping magnet" ehown in the akatoh is 

\ 

Intended to represent the clutch release magnet 
of M-134G which is operated with each depression 
of a key of the keyboard in the latter machine. 



In 11-228 the clutch release (or stepping) magnet 

would be operated by a universal contact on the 

keyboard of the teletype or on the tape transmitter, 

in case of tape operation of the teletype circuit. 

This would insure that the cryptographic rotors step 

with each letter or character transmitted. 

Attached i 2 Copies of sketch 



S.I.3. 7-10-41 
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Converter for Vse on Electrical Printer Circuit. 



1 BP&T 1* Due to the constantly expanding use of 

the teletype and TWX service between the fixed 
headquarters of the military establishment, and the 
possibility that auoh confidential and acme seoret 
matters pass over the oireult pertaining thereto, 
it appears highly desirable that an automatic 
system of enciphering and deciphering this 
traffic during its transmission be instituted. 

X. A system and mechanism for this purpose 
has been conceived by members of this section 
and forma the subject of a separate paper soon 
to be filed for action by the Bignal Corps 
Patents Board. The cryptographic mechanism 
would yield the highest degree of security and 
for this reason it would be desirable that the 
entire subject be placed in the seoret category. 

8. The cryptographic mechanism makes use of 
certain parts and apparatus now employed in 
Converter M-154-C which ie being manufactured 

r 

in quantity by the Teletype Corporation in 
Chicago. It is highly desirable that "two models 
of the proposed apparatus be constructed, ae 
promptly as practicable, and in view of the facte 
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presented in the preceding paragraphs it would 
further seem desirable that the two models be 
constructed by the Teletype Corporation* The 
proposed mechanism formed the subject of 
informal discussions with Mr* Sieber of the 
Teletype Corporation last week* In his 
opinion the apparatus oan be made extremely 
practicable and would* without question* do 
the job for whioh it is intended. 

4* In connection with the contemplated use 
of this converter* it may be necessary to 
seoure from the American Telephone and Telegraph 
Co* permission to superimpose a cipher converter 
on their equipment* 

6* In view of the foregoing* it is 
requested! 

a* That a converter for use on electrical 
printer circuits be considered as a required 
type* 

b* That a type number be assigned to this 
converter * 

o* That a projeot be set up for the deiiga* 

development* and construction of two models based 
upon the jaaoapnanjtfln^. at |tmsifi| of 
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military characteristics. 

d. That the eubjeot equipment and all 
matter# pertaining to its development and con- 
templated use be placed in the seoret classifi- 
cation. 

1 Enclosure* 

1. Statement of Military Characteristics* 
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MILITARY CHARACTERISTICS OF CONVERTER 

roa trs£ os electrical printer circuits. 



1. The converter should be designed for t e purpose of automatic 
encipherment end decipherment of messages transmitted by teletype or 
similar printing telegraph apparatus based upon a multiple-impulse-oode 
such as the Baudot. 

8. It should be designed so as to encipher the signals established 
either by tape or keyboard operation, causing enciphered text to be 
transmitted Instead of the plain text represented on the tape or set 
tip on the keyboard. At the receiving end the apparatus should deoipher 
the received cipher signals, converting the cipher text into plain text 
before the signals are fed into the printer, or into the perforator in 
the case of tape operation. In other words, encipherment, transmission, 
reeeption. and decipherment are to be accomplished in a single step 
rather than in two separate steps at eaoh end. 

8. The convertor should use as its oryptographio prinolple a 
non-repeating keying sequence of multiple-impulse characters, the 
latter to interaot with the plain-text signals aooordlng to the rule 
that "like signs produce spacing current, unlike signs produce marking 
our rent.* (The latter principle is well known in the art.) 

4. The keying sequence mentioned in Par. 8 should bo produced by 
a plurality of electrical cryptographic rotors in oasoade. through 
whloh impulses are sent and recombined in a manner so as to produce 
the equivalent of a random sequence of oharaotore according to the 
multiple-i»pul8e-oode used by the transmitter, (if teletype, the 
characters will be 58 in number and should be in random order.) The 
number of rotors in oasoade should be at least three and preferably 
five* 



B. The rotors mentioned in Par. 4 may be ldentioal with those 
now used in (Converter M-134-0, Meehanism should be provided to cause 
meter-like stepping of these rotors, at least one being displaced 
angularly for eaoh oharaoter to be eneiphered and transmitted. The 
order of stopping of the entire set of rotors, however, should be capable 
of being varied bo that the complete set of factorial n motions may 
be available for use. a being the number of rotors in oasoade. 

6. The converter ehould be motor-operated from the same power 
source as that employed for the telegraph printer. It ehould. however, 
be designed to function as a separate unit and not as an integral part 
of the printer itself, so that either normal plain-text operation or 
oryptographio operation of the printer oirouit can be effected at will, 
the converter should be qgpaM# of being eleotrioally oonneoted or 

SECRET 
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Associated with the tape (or keyboard transmitter) and with the 
printer by Keans of a suitable plug and Jaolc or multiple plug arrange** 
Kent* so that it nay be readily aonneoted or disconnected from 
operation* 

7. The converter should be of approximately the following 
dimensions i 12*x8 w x8*i and its weight should not exceed 80 lbs* 
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2 R &. D It is rocomnended that the attached mili- 

tary characteristics be presented to the Signal 
Corps Technical Committee for consideration. 

1 Incl. n/c 



R. B U. 
WP&T 5-13-41 
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3 WP & T 
and 
SIS 
IN TURN 



1. SCTC at Meeting #194 on June 9* 1941* 
recommended that military characteristics m 
accordance wath the inclosed "Military 
Characteristics of Converter for Use on Elec- 
trical Printer Circuits" be adopted and that 
a project be initiated for the development of 
Converter M-228, the military characteristics 
and equipment to be classified as "secret". 



2. Following approval by the Adjutant 
General of the SCTC recommendations above, SCL 
will be directed to initiate a project for the 
development of Converter M-228 and for the pro- 
curement of service test models with funds to 
be made available from this office. 



3. It is understood that SIS has con- 
structed a model of Converter M-228 and it is 
recommended that this model be turned over to 
RScD for shipment to SCL so that negotiations 
for development and production of service test 
models by a commercial firm may be expedited. 

1 Incl. 

M/C of Converter for Use on H ¥. 

Electrical Printer Circuit. .10 R & D 

6-30-41 



4 S I S 1. Military Characteristics for Converter 

H-228, as recommended at SCTC Meeting No. 194* 
have been submitted to The Adjutant General 
for approval. 

2. TWBSeT concurs in procedure proposed in 
paragraph 3 of Action 3 above. 

WPA.T 7-2-41 

1 Incl. n/c 
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Convertor for Use on Electrical Printer Circuit (cont'd.) 



1. Actions 2, 3 and 4 have been noted. 

2. Reference paragraph 3, action 3, you 
are advised that no nodel of the Converter 
1&-228 has ^een built by this division, nor >as 
one contenplated As an enclosure to IMW sheet 
from this division to R&D, dated May 10, a 
diagram of the proposed converter was furnished. 

It is suggested this diagram be made available 
to the SCL. 

S.I.S. 7-7-41 
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1. Attached hereto is a memorandum addressed 
to the Chairman of the Patent Board covering an 
invention of a cryptographic system and apparatus 
for electrical printing telegraphy conceived by ' 
two members of the SIS . A rough sketch accompanies 
the disoltbsu re^. It is recommended that steps be 
taken to obtain a patent on this invention under 
the provisions of AR 880-50, paragraph fc . 

8 . Inasmuch as one of the principal elements 
in this Invention ie similar to the oryptographio 
element embodied in Converter M-1S4-C, and in- 
asmuch as the present invention is regarded as 
providing a very high degree of cryptographic 
Security, it is recommended that this invention 
be placed in the secret o ate gory . 

8« When the time ernes for drafting the 
specifications describing the invention for the 
puppdfg ot making patent application, Hr. Fridman 
afid Hr, Rowlett will be glad to cooperate with 






the Signal Corps Patent Section. 
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To tha Chairman, Patent Board 



We believe ourselves to be joint inventors of a cryptographic system 
and apparatus for eleotrioal printing telegraphy and request that you 
investigate its military value, patentability, and inventorship. In 
support of this request the following information is submitted i 

At the time we conceived the Invention, our employment was in Signal 
Intelligence Service, OCSigO. We originally conceived the idea September 
1, 1939 and communicated it tot Robert 0. Femer and Solomon Fullback, 

October 10, 1939* 

The first written and dated records are September 1, 1939. 

The Invention has not been developed or tried, but informal opinion 
by Mr. Relber of Teletype Corporation is that system and apparatus is 
perfectly practical and easy to build and operate. 

Its uses are for direct automatic encipherment and decipherment of 
printer traffic. 

Others associated with us In this development or having knowledge concern- 
ing it are* 



Captain H. 0. Hayes 

Captain Eric H. ?. Sveneson 

Lieutenant Paul V. Albert 

Mr. Vernon E. Cooley 

Mr. A. H. Relber (Teletype Corporation) 



Attached is 1 sheet, initialed and dated by us and two disinterested 
witnesses, giving a rough sketch of the invention* 



We agree to abide by the decision of the Patent Board or of the Chief 
Signal Officer and will promptly execute all papers re ulred of us by these 
authorities including an assignment of the invention to the Qovemnent if 
it is decided by the Patent Board and confirmed by the Chief Signal Officer, 
that the application should be assigned* 
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